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Access to the EHR application and all of its functions are driven by what is
referred to as Function Access within the EHR Administration Module. User’s
access can be by function, by screen, by role and by patient chart as determined
by the site or location administrator

Access
Authorization to access information contained within the EHR is maintained
through the process defined above and is granted once the user enters the
application using an encrypted user ID and password
Authorization
Authentication of the user is maintained through the secure password and user
ID as defined above and each data entry point in the patient record is labeled in
the database with the user ID, date and time of entry
Authentication
The EHR worklog maintains a real time record of all access to the EHR including,
but not limited to the user, the user’s location, the area of the record accessed, the
action taken once access is acquired and the date and time of the action
Audit
There are no secondary uses of the data owned by the customer without express
permission of the client
Secondary Uses
of Data

Data Ownership

The data is owned by the client




